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Nowadays the Internet usage is progressing at a great pace. More and more people become
potential users and require faster connections. Recently security has also become an important
issue in business networks and at home too. Because of these facts devices have to be designed
and created, which allow us to build and maintain a more secure network and their operation
also has to be optimized. In this work a method is proposed for the optimization of Access
Control Lists used in routers, which maintain the operation of sometimes-huge networks.

Several network devices are used nowadays in access networks, like routers. These devices
control the traffic, which crosses them with the so-called Access Control Lists (ACLs). ACLs can
be assigned to the input or output of one or more interfaces. Of course, the input and output
lists can be applied on the incoming or outgoing packets of the router respectively. The ACLs
are examined sequentially in a router, because of their nature. So the router has to check every
list-entry for each packet until it finds an entry, which matches the packet. After the first match
the search is stopped. In the list-entries the administrator can allow or prohibit particular hosts
or networks. If an entry is at the end of a list, which can be very long in certain cases, our
packet will suffer noticeable delays and if the router does not find any match, the packet will
be rejected.

In our work two kind of ACLs were analyzed, the Standard and the Extended Access Lists.
During filtering Standard ACLs examine only the source address of a packet, Extended Access
Lists on the other hand allow us to filter by other parameters as well, like the destination ad-
dress, port address, protocol id and many other attributes of the packet. With these kinds of
lists packet filtering can be refined as needed. The aim of this work is to optimize the input and
output lists on all interfaces of the router on-line.

At first a test suite was created to measure basic performance attributes of a router, which
uses different kinds of Access Control Lists. The tests are implemented in TTCN-3 (Testing and
Test Control Notation version 3) language, which can be used very efficiently for packet-based
measurements and tests.

The program developed by us examines cyclically the existing lists and optimizes them (if
it is necessary) according to the actual network traffic, then it waits for and adjustable time. If
there is no change in the number of hits of the examined lists the frequency of the periodical
examination can be set automatically to a longer time.

The optimization algorithm is implemented in TTCN-3 and Perl languages. The developed
software considers guidelines, such as how can be the position of a permit-, and a deny rule
changed in the list in case the network segment covered by them has common parts. Besides it
also uses algorithms to reduce the redundancy in the ACLs if possible. The cyclical examination
of the input/output lists is organized in a way that in case the administrator alters an element
in the ACLs the software can automatically adopt the changes and use the new lists.

The implementation generates bursty network traffic during the examination and list-
modification period, which produces some negligible delay. Nevertheless it is worth men-
tioning that the optimization could actually work much faster implemented in a router.
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