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Legal challenges of processing health data in the
shadow of COVID-19 in the European Union™

1. Introduction

In December 2019, the SARS-CoV-2, which is a new type of coronavirus, was reported
first in Wuhan, China. Since then, the infection caused by this virus referred as COVID-
19, spread throughout China and all around the world. The speciality of COVID-19 is
that it is spreading rapidly, and the human body responds to it differently from no symp-
toms (asymptomatic) to severe pneumonia, and a severe disease can lead to death.!
Besides, it can cause unexpected and unusual symptoms as well.

The virus has affected not only our health, but the economy and society. It has changed
the forms of social contacts, and the world of work. There is a trend towards the new
forms of employment and work, which involves new technologies, and employers and
workers are facing in adapting to the new work-from-home environment.>

The balance of public safety and the fundamental right to privacy and to the protection
of personal data is increasingly being challenged in the context of the fast-developing
technology of the 21st century. Some experts suggest that public interest can be a higher
priority than privacy issues in certain special circumstances.’ There is no doubt that the
COVID-19 pandemic situation is an extraordinary circumstance, which means enormous
challenge to the states and public health risks potentially affecting the life of millions of
people around the world.
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There is no doubt that in specific circumstances created by a pandemic, processing
personal data is inevitable to introduce appropriate measures to stop the spread of the
infection, and to prevent or minimise its impacts. These personal data in question can
vary from the “general” types, such as name, address, workplace, other location data or
travel information of data subject, which can be useful to discover, whether an individual
might have visited affected areas or met with infected people. Besides, processing of spe-
cial categories of personal data, such as health data (including test results, body tempera-
ture, chronic diseases, symptoms and health conditions, etc.) is essential to obtain an early
indication whether an individual is infected.

In the European Union, the data protection provisions are laid down in the General
Data Protection Regulation (GDPR), which entered into force after a two-year period on
25th May, 2018.# In this work we are focusing on the privacy impacts and questions raised
by the COVID-19 virus, in the frame of data protection law of the European Union. Since
the governments of the states have the enormous task to fight against the pandemic situ-
ation, we will analyse how government authorities use personal data rightfully under the
provisions of the GDPR. During our investigation, we are focusing on the processing of
health data, which is a special category of personal data with sensitive nature. Our aim is
that to give an answer to the following question at the end of our paper: how the highest
standards of privacy and data protection can still be maintained in exceptional cir-
cumstances, such as global health crisis generated by COVID-19 pandemic.

Therefore, in the following section we identify the relevant legal basis for processing
health data in the event of the current COVID-19 pandemic.

1I. Potential legal basis for processing of health data in COVID-19 pandemic situation

As we mentioned before, it is crucial to maintain the level of the protection guaranteed
by the GDPR in each Member State during the pandemic. Therefore, data controllers must
follow the basic principles contained in Article 5 of the GDPR.

One of these principles is that personal data should be processed lawfully,’ which
means the data controllers’ obligation to rely on a legal basis contained in the GDPR.
Regardless of the types of personal data, this requirement remains essential to guarantee
the lawfulness of processing operations.

In our view, for processing “general” types of personal data (e.g, name, date of birth,
contact information, etc.) the consent of the data subject® is not always the best option,
especially in a pandemic situation. This category of personal data can be processed in
accordance with Article 6 (1) d), when it is necessary fo protect the vital interest of indi-
viduals (i.e., to save the life of the data subject), or under Article 6 (1) e) to protect public
interest or in the exercise of official authority vested in the controller. Recital 46 of the

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repe-
aling Directive 95/46/EC (General Data Protection Regulation- GDPR), OJ L 119, 4.5.2016. pp. 1-88. (here-
inafter GDPR)

° GDPR Atticle 5 (1) a).

¢ GDPR Atticle 6 (1) a).
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GDPR explicitly refers to the monitoring of epidemics and their spread as circumstances,
in which the processing may serve both important grounds of public interest and the vital
interest of data subjects.

In addition to the above, if the processing is necessary for compliance with a legal
obligation, which the controller is subject to, Article 6 (1) c) also can be relied upon.
According to Article 6 (3) of the GDPR, both public interest and legal obligation can only
be determined by the law of the European Union or of a Member State, which the cont-
roller is subject to.

An example for the second, is the legal obligation of a given healthcare provider or a
doctor in independent medical practice as a data controller. In Hungary, their legal obli-
gation derives from Act XLVII of 1997 on the processing and protection of health care
and related personal data, which contains provisions not only for the processing of health
data, but for the “general” types of data as well. Personal data from the “general”
category, namely the Hungarian Social Security Number (TAJ), date of birth, gender and
postal code of the data subject, can be processed for the purpose of epidemiological in-
vestigations or analyses and for evaluation and improvement of the quality of health ser-
vices under Article 18 of the Act.”

It is important to emphasize that personal data concerning health require higher pro-
tection due to their sensitive nature, and they belong to sub-categories of personal data,
which are called the special categories of personal data. The processing of these kind of
data is generally not allowed by the Article 9 (1) of the GDPR, unless at least one of the
ten conditions of the possible exemptions under Article 9 (2) is met.?

At this point, the relationship between Article 6 (1) and Article 9 (2) of the GDPR
should be clarified regarding the lawful basis for data processing. One of the possible
options to reveal the connection between the two provisions, if we apply the lex generalis
— lex specialis relationship to them, where Article 9 considered as lex specialis compared
to Article 6. The consequence of this alternative is that it excludes the applicability of
Article 6 as lex generalis in its entirety, so this way the special categories of personal
data, such as health data, can be processed without satisfying Article 6.°

However, we share the opinion of those experts who express the view that the relati-
onship of the two given Articles is more complex. As the original aim is to provide addi-
tional and higher level of protection for special categories of personal data, therefore, a
controller processing such kinds of data may never rely solely on a legal basis under Ar-
ticle 9 (2) to legitimise a data processing activity. Article 6 must be applied in a cumula-
tive way with Article 9 (2) to ensure that all relevant safeguards and measures are fulfilled.
The appropriate legal basis laid down in Article 6 shall be applied, only if Article 9 of the

7 Act XLVII of 1997 on the processing and protection of health care and related personal data. (1997. évi XLVII.
torveny az egészségiigyi és a hozzajuk kapcsolodo személyes adatok kezelésérdl és védelmérdl) Article 18.

8 GDPR Atticle 9 (2) a)- j).

In its opinion, WP29 analysed a similar relationship within the former Directive 95/46/EC, comparing Article 7

containing the lawful grounds for processing personal data with Article 8 which regulated the processing of

special categories of personal data. Article 29 Data Protection Working Party: Opinion 06/2014 on the “Notion

of legitimate interests of the data controller under Article 7 of Directive 95/46/EC”. 9 April 2014. p.14.
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GDPR provides for a specific derogation from the general prohibition to process special
categories of personal data.

According to the Article 9 (2) a) of the GDPR, one of the possible legal bases for
processing special categories of personal data such as data concerning health is the exp-
licit consent of the data subject.

Regarding the relevance of the given consent, the European Data Protection Board
(EDPB) clarified its position in relation to the applicability of the GDPR for the clinical
trials'? in its opinion.!' The EDPB has concluded that informed consent (e.g. from parti-
cipants in clinical research), should not be confused with “consent” as a legal basis under
the GDPR. The criterion of obtaining informed consent responds to ethical requirements
of research projects involving humans deriving from the Helsinki Declaration, and its aim
is to ensure the protection of the right to human dignity and the right to integrity of indi-
viduals under Article 1 and 3 of the Charter of Fundamental Rights of the EU. In this
context, according to the opinion of the EDPB, it is not an instrument for data protection
compliance.'?

Article 4 (11) and Article 7 of the GDPR require freely given, specific, informed,
unambiguous, and explicit consent as a valid legal basis, where data subjects needed to
have a free choice and control in whether to give their “consent”.!® These are relevant
provisions also when special categories of data are involved and processed, such as health
data. But under the Recital 43 of the GDPR, consent cannot be regarded as a valid lawful
legal basis in those cases, when there is an imbalance of power between the data subject
and the controller. According to the EDPB, this is clearly an issue in the study of the
critically ill, where patients might be especially vulnerable and there might be a stark
imbalance of power between the investigator and patient providing the data.'*

Besides, while conducting epidemiological investigations, researchers did not always
obtain the explicit consent of the data subjects.'?

In the light of the above, the EDPB suggested that in most cases the consent is not an
appropriate legal basis for the purposes of processing data under GDPR. Instead, data
controllers should seek to rely on either public or legitimate interests, and only relying on
the consent of the data subject under very specific circumstances, when the consent is
freely given, specific, informed, and unambiguous, and withdrawal of the consent will
not adversely affect the proposed use of the data.

10 Regulation (EU) No 536/2014 of the European Parliament and of the Council of 16 April 2014 on clinical trials
on medicinal products for human use, and repealing Directive 2001/20/EC Text with EEA relevance OJ L 158,
27.5.2014, pp. 1-76.

! European Data Protection Board (hereinafter EDPB): Opinion 3/2019 concerning the Questions and Answers
on the interplay between the Clinical Trials Regulation (CTR) and the General Data Protection regulation
(GDPR) (art.70.1.b) Adopted on 23 January 2019.

12 EDPB Opinion 3/2019. pp. 15-17.

13 VARADI, SZILVIA: ,,Hozzdjdrult. Vagy mégsem?”’ — A személyes adatok kezeléséhez t6rténd hozzdjarulds érvényes-
ségének szempontjai. FORVM: Acta Juridica et Politica vol. 11. No. 1. 2021. pp. 163-179.

14 EDPB Opinion 3/2019. p. 19.

15 AHN, NA YOUNG — PARK, JUN EUN — LEE, DONG HOON — HONG, PAUL C.: Balancing Personal Privacy and
Public Safety During COVID-19: The Case of South Korea. IEEE Access, vol. 8.2020. pp. 171325-171333. doi:
10.1109/ACCESS.2020.3025971. p. 171325.
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To decide, whether the processing of data concerning health is lawful without a valid
consent, it should also be analysed in detail, if there are situations where a consent is not
needed under the GDPR. The EDPB considers that depending on specific circumstances
of a clinical trial, the appropriate basis for all processing operations of data with sensitive
nature for purely research purposes could either be under Article 9 (2) (i) of the GDPR:
“reasons of public interest in the area of public health (...) on the basis of Member State
law”, or Article 9 (2) (j) of the GDPR: “scientific ... purposes in accordance with Article
89 (1) based on Union or Member State law”.

In the frame of the COVID-19 pandemic situation, the Member States should activate
their emergency plans'® and conduct administrative procedures or apply contact tracing,
which is an effective disease control strategy that involves identifying infected persons
and their contacts, then cooperating with them to interrupt disease transmission. Accor-
ding to our opinion, people’s trust in the governments, who are adopting emergency meas-
ures to fight against COVID-19, is also an important factor.

According to Recital 52 of the GDPR, a derogation is allowed for processing special
categories of personal data on the ground of the public interest, in particular processing
personal data for health security, monitoring and alert purposes, the prevention or control
of communicable diseases and other serious threats to health. The Recital 54 of the GDPR
states that the processing of special categories of personal data may be necessary for rea-
sons of public interest in the areas of public health!” without the consent of the data sub-
ject. Suitable and specific measures should be taken when processing these type of data,
to protect the rights and freedoms of natural persons and to comply with the basic prin-
ciples of the GDPR, especially with the purpose limitation.'® Based on this provision, it
can be stated that the public safety requires the “right to know” about the patients’ perso-
nal data regarding e.g. the status of infection.!® This ground applies if the processing is
necessary to protect the population against a serious cross-border threat to health such as
COVID-19 pandemic, or ensuring high quality standards and safety of healthcare, medi-
cinal products or medical devices.

In order to decide, which one from the above-mentioned legal grounds will be the
appropriate to the specified processing, analysis has to be made on a case-by-case basis.

In the following section we will analyse the relevant legal framework related to the
potential restrictive legislative measures, which serve an inevitably legal instruments for
the governments of the Member States of the EU in the fight against the COVID-19.

1 WHO Director-General’s opening remarks at the media briefing on COVID-19, 5 March 2020.
https://www.who.int/dg/speeches/detail/who-director-general-s-opening-remarks-at-the-mediabriefing-on-
covid-19—5-march-2020

17" According to the Recital 54 of the GDPR, the definition of public health is the following under the Regulation
(EC) No 1338/2008 of the European Parliament and of the Council: “all elements related to health, namely
health status, including morbidity and disability, the determinants having an effect on that health status, health
care needs, resources allocated to health care, the provision of, and universal access to, health care as well as
health care expenditure and financing, and the causes of mortality.”

'8 GDPR Recital 54.

19 Some authors share this statement especially in the context of COVID-19 pandemic situation: AHN, NA YOUNG
—PARK, JUN EUN — LEE, DONG HOON — HONG, PAUL C 2020. p. 171328.
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1II. Restrictions in the context of the COVID-19

Privacy and the right to data protection are fundamental rights, the latter was set out in
Article 8 of the Charter of Fundamental Rights of the European Union. These are not
absolute rights, but they must be balanced against other fundamental rights, therefore
there may be circumstances and situations, in which a data subject cannot exercise their
data protection rights.

According to Article 52 (1) of the Charter of Fundamental Rights of the European
Union (CFR), limitations on the exercise of the rights and freedoms recognised by the
CFR may be made only, if they genuinely meet objectives of general interest recognised
by the Union and complying with the requirements of necessity and proportionality at the
same time.?

The GDPR contains new and restated rights of data subjects under the data protection
law, although Recital 4 provides that data protection should always be considered in re-
lation to its function in society, and need to be balanced against other fundamental rights.
Article 23 of the GDPR prescribes provisions to permit the restrictions of these rights in
specific circumstances. With a legislative measure, EU law or national laws of the Mem-
bers States can restrict the scope of the rights of data subjects and some of the obligations
of the data controllers, while respecting the essence of the fundamental rights and
freedoms, and if it is a necessary and proportionate measure in a democratic society to
safeguard “other important objectives of general public interest of the Union or of a Mem-
ber State, in particular (...) public health (...)."!

Analysing Article 23 of the GDPR, it contains provisions for legislative measures, which
may restrict the scope of specified and selected obligations and rights, and the legislators
are in the position to adopt this type of legal document. Moreover, not only the Member
States are able to impose such restrictions, but the EU is also explicitly included in the Ar-
ticle in question. In the case of EU law, the legislators are the institutions of the EU authori-
sed by the founding treaties. On these grounds, we can conclude that the national or the EU
legislator will fill the role of the data controller under Article 23.

It is also important to emphasize that since Article 23 contains the lawful requirements
for the restrictive legislative measures, this Article also creates an obligation for data
controllers which must be to fulfilled. When a Member State fails to comply with these
provisions, the national law will be invalid based on the basic principle of the EU, namely
the primacy of EU law. According to some of the experts, it is unclear whether the same
can be applied to any failure by the EU legislator to follow these requirements when
adopting other legislative act, arguing that GDPR is recognised as having special status
above other legislative acts of the EU.?> Our view is that the result of this situation is the

2 Charter of Fundamental Rights of the European Union. Article 52 (1). OJ C 326, 26.10.2012, pp. 391-407.

2l GDPR Article 23 1) e).

22 MOORE, DOMINIQUE: Article 23 Restrictions. In: Kuner, Christopher - Bygrave, Lee A. - Docksey, Christopher
— Drechsler, Laura (eds.): The EU General Data Protection Regulation (GDPR). A Commentary. Oxford Uni-
versity Press. Oxford. 2020. pp. 552-553.
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same invalidity, infringing the fundamental rights of data subjects guaranteed under Ar-
ticle 8 and 53 of the CFR.

We should also mention the importance of the territorial scope of the GDPR.? Since
it was also implemented by Iceland, Liechtenstein and Norway,?* which are parties in the
European Economic Area (EEA) Agreement and based on its Protocol 1 any reference to
the territory of the Union should be understood as references to the territories of EEA
countries, the GDPR is applicable for these countries as well.?>

Moreover, it follows from Article 23 of the GDPR that restrictive legislative measures
are only applicable for the limitation of the scope of data subjects’ rights specified clearly
by Article 23 (1) of the GDPR.? Besides, these rights are also related to the data control-
lers, because their obligation is to ensure them. It is important to underline that those
rights and obligations which are not covered by Article 23 cannot be restricted.

The restrictions should be foreseeable to persons subject to them, with precisely limi-
ted in time.?’ Besides, in accordance with Article 23 of the GDPR and with the relevant
case-law of the Court of Justice of the European Union (hereinafter CJEU), the derogati-
ons and limitations in relation to the protection of data must be applied, when it is strictly
necessary and proportionate.® On these grounds, safeguarding public health in emer-
gency state is a reasonable and legally sound reason, but only accompanied by the above-
mentioned conditions.

This latter was confirmed in another case of the CJEU where the Court highlighted
the specific requirements set out in Article 23 (2) of the GDPR and stressed out that “Ar-
ticle 23 (1) and (2) of the GDPR cannot be interpreted as being capable of conferring on
Member States the power to undermine respect for private life, disregarding Article 7 of
the Charter, or any of the other guarantees enshrined therein.” %

Examining the required elements of a restrictive legislative measure under Article 23
(2) it is observed that some of these elements are serving the principle of transparency the
same way as the “general” conditions of a data processing in “normal” circumstances. A

2 GDPR Article 3.

2% The GDPR shall apply to Guadeloupe, French Guiana, Martinique, Réunion, Saint-Barthélemy, Saint-Martin,

the Azores, Madeira and the Canary Islands, to the European territories for whose external relations a Member

State is responsible, and to the Aland Islands on the ground of Article 355 (1), (3), (4) of the Treaty of the

European Union.

SVANTESSON, DAN JERKER B.: Article 3. Territorial scope. In: Kuner, Christopher — Bygrave, Lee A. — Docksey,

Christopher — Drechsler, Laura (eds.) 2020. p. 83.

Restrictions can be provided for the following rights under Article 23 1) of the GDPR: the right to transparent

information (Article 12 GDPR), right to information (Articles 13 and 14 GDPR), right of access (Article 15

GDPR), right to rectification (Article 16 GDPR), right to erasure (Article 17 GDPR), right to restriction of pro-

cessing (Article 18 GDPR), notification obligation regarding rectification or erasure of personal data or restric-

tion of processing (Article 19 GDPR), right to data portability (Article 20 GDPR), right to object (Article 21

GDPR), right not to be subject to an automated individual decision making (Article 22 GDPR), communication

of a personal data breach to the data subject (Article 34 GDPR), as well as Article 5 “in so far as its provisions

correspond to the rights and obligations provided for in Articles 12 to 22.”

27 EDPB: Statement on restrictions on data subject rights in connection to the state of emergency in Member States.
2 June 2020. 3., p. 9.

28 (C-73/07 Satakunnan Markkinapérssi and Satamedia [2008] ECLI:EU:C:2008:727. p. 56.

2 (C-511/18, C-512/18 and C-520/18 La Quadrature du Net and Others v Premier ministre and Others [2020]
ECLL:EU:C:2020:791. pp. 209-210.
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general Privacy Statement or Privacy Policy should also contain information about the
purposes of the processing or categories of processing; the categories of personal data;
the specification of the controller or categories of controllers and storage period® as it is
required in the case of a restriction in pandemic.

In connection with the additional pieces of the information regarding the special situ-
ation, we can state that these serve as the principle of transparency on a higher level. In
the frame of the scope of the restrictions®!, it should be elaborated that which rights are
concerned and how far they are going to be limited.

Concerning the safeguards to prevent abuse or unlawful access or transfer®2, the EDPB
suggests organisational and/or technical measures, which means the obligation for cont-
rollers to guarantee the security of personal data.>* These actions can cover in particular
the so-called pseudonymisation and encryption of personal data**, or the application of
data protection by design and by default.>> For these technical solutions and organisatio-
nal measures it can be observed that they are not one-off measures but their effectiveness
need to be regularly tested, assessed and evaluated, in order to ensure the security of the
processed data.

Storage periods are standard elements of data processing information, adapted in ac-
cordance with the processing activity and the categories of personal data in question. In
the context of the restrictive measures, the retention period should be specified together
with the applicable safeguards taking into account the nature, scope and purposes of the
processing or categories of processing.®

When data controllers determine the appropriate storage period, the common practice
is that it is calculated as the duration of the processing operation plus additional time for
potential litigation. The requirement to inform the data subject about the duration of the
retention is essentially a form of the data minimisation principle, therefore, efforts should
be made to minimise the period, for which the personal data are stored.?’

In the case of the pandemic, it is not easy to determine the retention time, since the
purpose, for which the personal data are processed, are depending not solely only on legal
provisions, but rather on how long the COVID-19 virus will stay and affect the people’s
life all over the world.

Besides, it is important to mention an exception under Article 5 (1) e) of the GDPR,
where data kept in a form enabling identification of data subjects may be stored for longer
than is necessary for the purposes, for which the personal data are processed. In this way,
they are further stored for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, when appropriate technical and organisational

3% GDPR Article 23 (2) a), b), e), ).

! GDPR Atticle 23) (2) ¢).

32 GDPR Article 23 (2) d).

33 EDPB: Guidelines 10/2020 on restrictions under Article 23 GDPR. Version 1.0. Adopted on 15 December 2020.
12, p. 54.

3% GDPR Article 32. (1) a).

35 GDPR Article 25.

% GDPR Atticle 23. (2) f).

37 GAWRONSKI, MACIEI: Guide to the GDPR. Wolters Kluwer, The Netherlands. 2019. e-book online.
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measures required by the GDPR are implemented, in order to safeguard the rights and
freedoms of the data subject.’®

Another factor under Article 23 (2) g) is that the restrictive legislative measure must
contain specific provisions focusing on the risks to the rights and freedoms of data sub-
jects. Under this condition, in accordance with the principle of transparency, data subjects
can receive credible information about the potential impact of restrictions on them. The
GDPR requests data controllers to carry out the so-called data protection impact assess-
ment (DPIA), when data processing is likely to result in a high risk to the rights and
freedoms of natural persons, especially in those cases when new technologies are used.>
As stated by the EDPB, the preparation of a DPIA is not compulsory under Article 23,
but should be considered by the legislator.*

Appropriate solution is when the legislator assesses the possible risks in all cases and
a DPIA is performed, in particular, when it is necessary in accordance with Article 35 (1).
In other cases, the EDPB suggests giving a detailed list about the concrete risks (e.g.
profiling leading to discrimination, reduced freedom of speech, the right to privacy and
data protection, a bigger impact on vulnerable groups such as children or persons with
disability) not only in the impact assessment but in the recitals of the legislative measure
as well.*!

Finally, we should elaborate the condition that the right of data subjects should be
informed about the restriction, unless that may be prejudicial to the purpose of the rest-
riction.*? The first part of the provision is clear and it echoes the basic principle of
transparency, but the second part creates an exemption to this principle. According to the
EDPB, restrictions may be adopted to protect investigations, therefore, if giving informa-
tion to the data subject about the reasons for the restriction would hampering the effect of
the restriction, information may not be disclosed. The EDPB suggests for data controllers
to perform an assessment to check whether informing the data subject of the restriction is
prejudicial to the purpose of the restriction, but restrictions must remain necessary and
proportionate at the same time. On this ground, applying the exception clause, the cont-
roller could decide not to provide information at some point of data processing, if the
restriction is lawful and strictly necessary in the specific case, and when it would be
prejudicial to the purpose of the restriction. The EDPB proposes that the data controller
should submit a data protection notice including this fact and if it is possible, a period in
which the rights would be fully restored.*

The EDPB adapted another obligation of data controllers provided by the GDPR in
the frame of the accountability principle, in the context of the restrictions. Among the
obligations of the controllers, there is a requirement to maintain a record of processing
activities under their responsibility under Article 30 (1) of the GDPR. This means that the
controller should document the application of restrictions on specific cases by keeping a

% GDPR Article 5. (1) e).

% GDPR Article 35. (1).

40 EDPB: Guidelines 10/2020. p. 13.
4 EDPB: Guidelines 10/2020. p. 13.
“ GDPR Article 23. (2) h).

4 EDPB: Guidelines 10/2020. p. 13.
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record of their application as well. This record should include the relevant reasons based
on Article 23 (1), their timing and the outcome of the necessity and proportionality test.
Considering Article 31 of the GDPR, it is important to mention that the controller shall
cooperate, on request, with the supervisory authority in the performance of its tasks.* In
connection with the restrictions, the legislator should make available their above-ment-
ioned records to the data protection supervisory authority on its request. When the cont-
roller has a data protection officer (DPO), he/she should be informed without delay, whe-
never data subject rights are restricted in accordance with the legislative measure. The
involvement of the DPO in the application of restrictions should also be documented.*

In accordance with Article 36 (4) of the GDPR, the national supervisory authority
shall be consulted, before the adoption of restrictive legislative measures by the national
parliament of a Member State. Under Article 57 (1) (c¢) of the GDPR, the supervisory
authority can provide advice when restriction is needed regarding to the protection of data
subject’s rights and freedoms, when their personal data are processed. Failing this, the
supervisory authority can issue on their own initiative “opinions to the national parlia-
ment, the Member State government or, in accordance with Member State law, to other
institutions or bodies as well as to the public on any issue related to the protection of
personal data” 4

To sum up the above detailed conditions, according to our view, the EU data pro-
tection legal framework was designed to be sufficiently flexible and can allow for both
an efficient response in limiting the pandemic, and for protecting fundamental human
rights and freedoms.

Furthermore, we share the view that the data processing should be performed in a
transparent manner in relation to the data subject despite the limitation, so the data cont-
rollers’ obligation to provide any information in connection with the processing to the
data subject under Articles 13 and 14 of the GDPR would remain unchanged. Moreover,
we can state that the main principles, the obligations of the data controllers and all the
provisions laid down in the GDPR are not allowed to be disregarded or annulled even
despite special circumstances. The EDPB confirmed that the preservation of data pro-
tection principles is even more important in this difficult situation.*’ In conjunction with
the principles of the GDPR, we refer especially to the principle of accountability, where
the controller remains responsible to prove its ability to demonstrate to the data subjects
his or her compliance with the provisions of the GDPR in the pandemic as well.

4 GDPR Article 31.

45 EDPB: Guidelines 10/2020. p. 14.

4 GDPR Article 58 (3) (b).

47 EDPB response to Mrs Duri§ Nicholsonova and Mr Jurzyca's letter on common guidance in the fight against the
COVID-19 pandemics. Brussels, 24 April 2020. p. 1. https://edpb.europa.eu/sites/edpb/files/files/filel/edpb_let-
ter_out2020-0030_mep_duris_covid19_en.pdf.
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Although, both the Council of Europe*® and from the side of the EU (the European Data
Protection Board and the European Data Protection Supervisor)*’, it was stressed out that
data protection cannot be an obstacle for saving lives and that the applicable principles
always allow for a balancing of the interests at stake. But on the other hand, the EDPB stated
that there is no need to lift the provisions of the GDPR, but just to observe them.>* Therefore,
the protection of personal data must be upheld in all emergency measures, including rest-
rictions adopted at national level, as per Article 23 of the GDPR.%!

In connection with a Hungarian legal provision,>? the EDPB explicitly stipulated that
any restriction must respect the essence of the restricted right. General, extensive restric-
tions or which are intrusive to the extent that they void a fundamental right of its basic
content, must be considered unlawful. In the case such a restriction, further assessment is
not required, whether it serves an objective of general interest or satisfies the criteria of
necessity, proportionality. In the context of any restrictions applied by the Member States,
their national law must be sufficiently clear by giving citizens an adequate indication on
the circumstances and conditions, on which data controllers are empowered to resort to
any such restrictions.*

In its Guidelines, the EDPB emphasized that the restrictions in the frame of Article 23
ofthe GDPR should be only exceptions to the general rule with strictly observed conditions,
and even in exceptional situations, the protection of personal data cannot be restricted as a
whole,>* and it is not allowed to reach the point of a general suspension of all rights.

Respecting democracy, the rule of law and fundamental rights, on which the European
Union is founded, should be borne in mind, and the applied measures shall not be irre-
versible.% It follows that the legislator should lift the restrictions as soon as the cir-
cumstances that justify them no longer apply. The lifting of the restriction should be docu-
mented in the above-mentioned record, and after the abolition of the restrictions, the data
subjects can exercise all their rights under GDPR. If this is not allowed for them by the

48 Joint Statement on the right to data protection in the context of the COVID-19 pandemic by Alessandra Pierucci,
Chair of the Committee of Convention 108 and Jean-Philippe Walter, Data Protection Commissioner of the
Council of Europe. Strasbourg. 30 March 2020. https://www.coe.int/en/web/data-protection/statement-by-ales-
sandra-pierucci-and-jean-philippe-walter.

4 EDPB: Statement on the processing of personal data in the context of the COVID-19 outbreak. 19 March 2020.;
WIEWIOROWSKI, WOICIECH: EU Digital Solidarity: a call for a pan-European approach against the pandemic.
06April 2020.

50 EDPB response to Mrs Duris Nicholsonové and Mr Jurzyca's letter on common guidance in the fight against the
COVID-19 pandemics. Brussels, 24 April 2020. p. 1. https://edpb.europa.eu/sites/edpb/files/files/filel/edpb_let-
ter_out2020-0030_mep_duris_covid19_en.pdf

5! EDPB: Statement on restrictions on data subject rights in connection to the state of emergency in Member States.
2 June 2020. 2., p. 4.

52 Decree 179/2020 of 4 May 2020 on the derogations from certain data protection and access to information pro-
visions during the state of danger (179/2020 (V. 4.) Korm. rendelet a veszélyhelyzet idején az egyes adatvédelmi
és adatigénylési rendelkezésektol valo eltérésrol), which was set aside on 18 June 2020.

3 EDPB: Statement on restrictions on data subject rights in connection to the state of emergency in Member States.
2 June 2020. pp. 5-8.

% EDPB: Guidelines 10/2020 on restrictions under Article 23 GDPR. 15 December 2020. 4., p. 4.

55 EDPB: Guidelines 10/2020. 6., p. 12.

¢ EDPB: Guidelines 10/2020. p. 5.
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legislator, they can lodge a complaint to the supervisory authority against the controller,
in accordance with Article 57 (1) f) and Article 77 of the GDPR.

1V. Potential solutions for guarantee data security

Regarding the processing of health-related data by public authorities, relevant recom-
mendations have been issued by the Council of Europe. It has been stressed that commu-
nications to the public by health and government authorities should remain a priority, in
order to protect, inform and advise the public. Nonetheless, during such communications,
the publication of sensitive data (such as health-related data) of specific individuals
should be avoided, and it is recommended that the processing of such data is only per-
form, if additional technical and organisational measures complementing those applied to
non-sensitive data are put in place.

Additionally, one of the basic principles of the GDPR, namely data minimisation, has
also high importance, since the disclosure of the identity of an infected person is not ne-
cessary in most cases.

Under Article 4 (5) of the GDPR, one of the potential solutions to ensure data security
is pseudonymisation,>” which means the removal of data that allow for the identification
of a person and their substitution by other identifiers, such as a random code, which does
not directly related to that person. It is important to emphasize that pseudonymised data
are still considered personal data, as long as the data subject could be identified upon
them combined with other information.

If such identification is not possible, and the pseudonymised data are no longer relate
to an identified or identifiable natural person, the personal data should be regarded as
anonymous information. And according to Recital 26 of the GDPR, the GDPR should not
be applied to anonymous information.>®

According to the EDPB, data cannot be anonymised on their own, only datasets as a
whole may be made anonymous. Based on the Guidelines of the EDPB, any intervention
on a single data should be deemed as pseudonymisation.>

Anonymisation processes and re-identification attacks are active fields of research. It
is essential for any controller using anonymisation solutions to follow recent develop-
ments in this field, especially concerning location data, which are known to be hard to
anonymise. Indeed, a large amount of research has shown that location data thought to be

37 ‘Pseudonymisation’ means the processing of personal data in such a manner that the personal data can no longer
be attributed to a specific data subject without the use of additional information, provided that such additional
information is kept separately and is subject to technical and organisational measures to ensure that the personal
data are not attributed to an identified or identifiable natural person.

% GDPR Recital 26.

5 EDPB: Guidelines 04/2020 on the use of location data and contact tracing tools in the context of the COVID-19
outbreak. Adopted on21 April 2020. 18.
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anonymised may in fact not be. Mobility traces of individuals are inherently highly cor-
related and unique. Therefore, they can be vulnerable to re-identification attempts under
certain circumstances.®

The de-identification solutions as pseudonymisation can be suitable answers to the
privacy concerns, especially for data processing without a valid consent of the data sub-
ject. However, some experts have proved that there are re-identification methods which
can accurately estimate the likelihood of a specific person using 15 demographic attribu-
tes in any dataset.® While other scientists analysed social activity, especially Facebook
Likes of 58,000 volunteers, according to which a wide variety of people’s personal attri-
butes with sensitive nature were revealed.®

In the context of medical research, conditions for third party access should be estab-
lished. Any personal information provided to a third party should be made available in
the form of non-identifying numbers or symbols. In case a third party need to use identi-
fied personal information, they should require personal consent. Researchers should de-
sign an operating system for personal privacy. Google and Apple recently released a trac-
king system with privacy features.®* Other scholars also introduced systems that encrypt
data to ensure privacy in applications. These options offer additional safeguards for ensu-
ring personal privacy.

Finally, we should mention one of the possible tools for fighting against the virus,
which is the contact tracing for close contacts of COVID-19 patients, and since the out-
break of the pandemic various solutions has been developed. Another tool in this fight is
the use of a quarantine. Usually, patients and recent contacts who have no symptoms are
quarantined from 10 to 14 days from the contact date of the confirmed patient. In some
of the countries, self-quarantined individuals are monitored daily at local government call
centres.* Thus, isolating individuals tested positive for a disease is imperative to prevent
the occurrence and spreading of infectious diseases.

V. Conclusions

In this paper we investigated a complex question raised by the COVID-19 pandemic: how
the highest standards of data protection required by the GDPR can be maintained in these
exceptional circumstances, during processing personal data, especially health data.

To address this challenge, first we analysed the potential legal bases for processing
health data to reveal its speciality. The relation between the original lawful bases under
Article 6 (1) and the special exemptions for processing special categories of personal data

% EDPB: Guidelines 04/2020. 19.

' With Rocher et al. model, 99.98% of Americans would be correctly re-identified this way. See ROCHER, L. -
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using generative models. Nature Communications10, 3069. 2019. pp. 1-2.
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under Article 9 were clarified. In this regard, we stated that Article 6 (1) must be applied in
a cumulative way with Article 9 (2) to ensure that all relevant safeguards and measures are
fulfilled. The appropriate legal basis laid down in Article 6 (1) shall be applied, only if
Article 9 (2) of the GDPR provides for a specific derogation from the general prohibition to
process special categories of personal data. We found that in most cases the consent is not
an appropriate legal basis for the purposes of processing data under GDPR. Instead, especi-
ally in the context of the pandemic, the application of Article 9 (2) (i) of the GDPR is re-
commended, which allows the data processing on the ground of reasons of public interest
in the area of public health, on the basis of Member State law.

In the second part of this work, we investigated the elements of Article 23 of the GDPR,
which prescribes provisions to permit the adoption of restrictive legislative measures in spe-
cific circumstances. We can state that this Article contains clear and detailed provisions, not
only for national legislators, but for the EU legislators as well. If the legislators fulfil these
requirements, assess the risks for the right of data subjects as it is expected together with
the continuous observation of necessity and proportionality, we believe that they can achi-
eve the purpose of fighting against the virus despite the restrictions.

To enhance the tools in fighting against COVID-19, at the end of our work, we
analysed some solutions for data security. We suggest that care should be taken in
choosing the relevant and more fitting technical solution, and focusing not only on the
fight against the virus, but on the need to preserve the protection of personal data.

According to our view, the EU data protection legal framework was designed to be
sufficiently flexible and can allow for both an efficient response in reducing the pande-
mic, and for protecting fundamental human rights and freedoms. With this approach, we
can conclude that “data protection can in no manner be an obstacle to saving lives and
that the applicable principles always allow for a balancing of the interests at stake.”®

% Joint Statement on the right to data protection in the context of the COVID-19 pandemic by Alessandra Pierucci,
and Jean-Philippe Walter. Strasbourg. 30 March 2020.
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VARADI SZILVIA

AZ EGESZSEGUGYI ADATOK KEZELESENEK JOGI KIHIVASALI
AZ EUROPAI UNIOBAN A COVID-19 ARNYEKABAN

(Osszefoglalas)

A SARS-CoV-2 1j tipusu koronavirus, amelyet el6szor a kinai Vuhanban jelentettek 2019
decemberében. Az azdéta COVID-19 néven ,.elhiresiilt” virus altal okozott fert6z6 meg-
betegedés nemcsak Kindban, de vilagszerte elterjedt, pandémiat hozva létre. A virus az
egészségilink mellett az élet minden teriiletére, igy a gazdasagi életre és a tarsadalomra is
jelentds hatassal van, megvaltoztatva tobbek kozott a tarsadalmi kapcsolatok formait és a
munka vilagat is.

Kétségtelen, hogy a vilagjarvany altal okozott kiilonleges koriilmények kozott a szemé-
lyes adatok feldolgozasa elkeriilhetetlen a megfeleld intézkedések megtételéhez, éppen a
fert6z¢€s terjedésének megallitasa, valamint hatasainak megel6zése vagy minimalizalasa ér-
dekében. Ezek a személyes adatok pedig nem kizarolag ,.altalanos” tipusuak lehetnek, mint
példaul az adatalany neve, lakcime, a rd vonatkoz6 utazasi informéaciok. Kiemelt fontossagu
jelen koriilmények kozott a szenzitiv jellegh kiilonleges adatok kezelése is, amelyek kozé
tartozik a megbetegedések kapcsan relevans egészségiigyi adat.

Jelen tanulmany az Eurépai Unid altalanos adatvédelmi rendeletének szabalyai alap-
jén veszi goreso ala azt a kérdést, hogy hogyan hat a COVID-19 a személyes adatok koziil
az egészségligyi adatok kezelésére. Milyen jogalapok alkalmazhatoak kifejezetten a pan-
démia esetében ezen adatok jogszerii kezelésére? Figyelemmel arra, hogy az egyes
(tag)allamok kormanyaira harul a jarvany elleni kiizdelem embert probalo feladata, vizs-
galjuk azt is, hogy milyen (alapjogi) korlatozasokat tartalmazo jogszabalyokat fogadhat-
nak el a rendelkezésre all6 uniods jogi keretek kdzott a kiilonleges jogrend, igy példaul
veszélyhelyzet idején. Mindezek vizsgélatat kdvetden a tanulmany az adatbiztonsag ga-
rantalasat célzo leghatékonyabb technikai megoldasokat is felvazolja.



